PUTTING BUSINESS INFORMATION TO
WORK WITHOUT PUTTING IT AT RISK

INFORMATION RISK ADVISORY SERVICE

The same information that can help your business grow could become a

Features

Four Phase Information Risk

Advisory Service Assessment liability if you lose control of it. Sensitive business information requires

» Business process and infor-

mation handling analysis

A Vulnerability Analysis,
application of toolsets and
a system scan

Data information collection,
correlation, interpretation
ERLIEREISS

Executive Security
Assessment Report,
Detailed Information
Security Action Plan,
Preliminary Remediation
Implementation Roadmap.

The Information Risk

special handling. Does your sensitive information get the controlled
access it needs? Are employees aware of the value of the information
they handle? Is your proprietary information protected from any kind of
loss? Are you keeping records in ways that meet requlatory compliance?
Is there a corporate policy on who has access, who has control, and how
information is classified? To protect enterprise information, yet use it to its

full business advantage, let us help you bring it under control.

Identify the vulnerabilities and gaps in your protection

+ Understand the power of information management policies to help you maximize
the value of your business information through an Information Risk Advisory
Services assessment

Advisory Service incor- * Learn the industry and geo-political compliance requirements that affect your

porates RSA RiskAdvisor
Service, robust data loss
prevention program

information, its access, use and storage

» Define the kinds of sensitive information you have and develop a security risk
management strategy to best use and protect each type

Benefits + See how changes in policy can reduce risk and strengthen the security of your

Discover information
loss vulnerabilities

Identify compliance
risk issues

Document remediation
information management
policies

Implement a security life-
cycle management process

critical information

Develop an information management program to control
your information

No checklist or software patch alone can secure your information. The solution is
as unique as your technology and your organization. EDS, working with RSA, the
security division of EMC, will consult with you on a risk advisory engagement then
apply tools and expertise to help you develop a secure information management
and risk mitigation program.

The assessment looks at your business process, current information management
policies and your compliance environment. The implementation of your assessment
can help mitigate the loss of sensitive information that is often routinely captured,
generated, transmitted, copied and printed.

CAPABILITY FACT SHEET



When the implementation is complete, you'll have control of your information management

program with the knowledge to set policies to classify documents, to meet requlatory
standards and avoid risks. The four-phased assessment will deliver:

e An Executive Summary with a high-level view of the data discovery results

I and an overview of the information control recommendations.

SECURITY AND PRIVACY * A Vulnerability Analysis of your systems which identifies files containing
SERVICES targeted information and quantifies the incidents.

Based on the findings of e Recommendations and a Preliminary Remediation Implementation Roadmap

your assessment EDS and
RSA are prepared to provide
a comprehensive suite of
security and privacy services.

that proposes both detailed business processes and security recommendations
to protect information throughout its lifecycle leading to compliance with regula-
tory requirements.

The goal is a secure information management structure

The most important reason to commission an assessment is to develop a secure Information
Management structure. This will enable you to transform your information security
posture from watching for threats and fearing loss to managing your sensitive regulated
and non-regulated information and putting it to work.

EDS expertise helps organizations protect vital business information
Our proven approach, tools and methodologies provide tight protection to organizations
world wide:

We detect and quarantine 940,000 viruses annually

+ We manage and monitor more than 2,500 firewalls and 3,000 intrusion-detection
systems

EDS quarantines 63 million spam messages monthly

To arrange for your + Each month, we prevent 550 million junk mail messages from ever reaching our
assessment, please
contact

employees' and our clients’ e-mail environments

EDS was honored for “Overall Excellence in Security” at the 2008 Excellence in Security

RSA Security Inc. Awards during the Microsoft Chief Security Officer (CSO) Summit.

174 Middlesex Turnpike
Bedford, MA 01730
phone: 1800 495 1095 EDS and RSA, two leaders bringing you more control of your information
visit: rsa.com

e-mail: rsaglobalalliances RSA, The Security Division of EMC, is the expert in information-centric security, enabling

@emc.com the protection of information throughout its lifecycle. As a part of the EDS Agility

EDS Alliance, RSA provides EDS customers a cost-effective way to secure critical informa-
5400 Legacy Drive tion assets and online identities wherever they live and at every step of the way. RSA
Plano, Texas 75024 solutions enable you to manage security information and events to ease the burden of

phone: 1800 566 9337
visit: eds.com
e-mail: info@eds.com RSA with their identities, the transactions they perform and the data generated.

compliance. RSA offers a wide range of industry-leading solutions. Millions of users trust
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